Meronuyeckue pexoMenaaLun o PasMeuenyi Ha HHGOPMALMONHBIX CTEHAAX,
OpHUHMANBHBIX HHTEPHET-caiiTaX H APYTHX HHPOPMALHOHHBIX pecypcax
001eobpasoBare/LHbIX OPraHu3aLHil H OpPraHoB, OCYIECTBAAIOWUX yNpaBleHHe B chepe

obpasoBanusn, nnpopMauuu 0 Ge30nACHOM IOBEACHHH HCnoabL30BauHH ceTH «Mureprer»

Okcrepramu M dneHamu BpemeHHOR komuceun Cosera Denepauny [0 pasBHTHIO
uHQOpMauHOHHOro obmectsa B pamKax  BLINOJIHEHHA pEKOMEHAAUMIl NaplaMeHTCKUX
CIylIaHHH «AKTyalbHble BONPOCHL OGCCIIEYeHHs OC30MACHOCTH K pasBuTHs gOeTeil B
HH(OPMAIMOHHOM NPOCTPAHCTREY, kotopble npown B Cosere ®enepauun 17 anpens 2017 r.
ObutH  pa3paboTanel MeTOAHYECKHE PCKOMEH/AUHH O pPa3MEICHHM Ha WHGOPMALMOHHbIX
CTEHAaX, OG(MUMANBHBIX  HHTEpHeT-caliTax u OpYTHX HHg)OpMauHOHHle pecypcax
061weo6pasoBaTeNLHBIX OpraHu3aimii 1 OpraHoB, OCYUIECTBIAIOMKX YNpaBleHHE B chepe
00pasosanus, MHQOPMAUKH O GE30NACHOM [IOBEJEHHH U ncnoss3oBanuu cetn «MHreprern
(manee — MeronHueckue pPeKOMEHaaLuUH). |

Meroauyeckue pexoMeHaALUHH HaMpaBJICHbl HA KAYECTBEHHOE NOBBIULCHUE YPOBHS
HHQOPMALHOHHON  JEATENBLHOCTH 001eo6pa3oBaTeNbHBIX  OpraHM3auuii  u OpraHoB,
OCYWECTRIAIOWMX ynpaBJieHHe B cepe 0OpasoBaHus, B YACTH HHQOPMHPOBAHHS YYaLUXCH, HX
poauTesieH (3aKOHHBIX IPEACTABUTENCH) 1 MearOrHYCCKUX pabOTHHKOB 06 OCHOBHBIX acreKTax
uHOpMaLmoHHON Ge3onacHoCTH.

Meroauueckue pekoMeHAAUME NO3BONAT 001e06pasoBaTeNbHEIM  OpraHu3anyaM
OpraHaM, OCYINECTBISIOMIMM yNpaBiicHHe B cdepe 06pa3oBanud, aKTyaIM3HpoBaTh yxKe
HCTIONb3YEMBIC ¥ pasMEIIEHHbIe HH(OPMALHOHHbIE MATEPHAIIB, TAK U TIOATOTOBHTS UX B CiTyyae
HX OTCYTCTBHA C YHETOM Jly4IUHX NPAKTHK W PEKOMEHALH,

B pamkax MeTonuucckux pexomennamuii paccMaTpUBAIOTCS CICAYIOLHNE HHCTPYMEHTDI:

1. mHpopmaLyoHHbIE CTEHADL,
2. oduumansHble HHTEPHET-PECYpCHl;

3. cpencTpa maccoBo#t uH@pOpMaikH (WIKOJBHBIE TA3€ThI, IEAArOTHYECKHE H3AaHHS
H LipyTrHe).

Hughopmayuonnsie cmenowi
Ha  undopmaunosnmix  cremmax B ofweobpazosaTenbHbx OpraHM3alHsAX,
PaCllONIOKCHHBIX B (oHe yupexwsacHuii W B KabHHETaX, OCHALICHHBIX NIEPCOHATBLHBIMH

YCTPOHCTBaMM Ui BbIXOAA B CEThb «MHTepHeT», pexoMennyeTcs pasMecTuTs UHPOpMaALMOHHEIe




NaMATKH, CONEPKALINC OCHOBHBIC COBETHI MO OGECTIEYEHUIO WH(POPMALUOHHOMN BesonacHocTH
YUaLHXC.
B npunoxenuu Nel k Mcroauuecknm pexomeHnaLusmm npeucrasied ofpaseu maMATKH

AN pa3MeIleHHs Ha HHPOPMALIHOKHBIX CTEHIaX.

Cpedcmea maccosoit ungopmayuu

B cpeactsax maccosoii  mudopmaimu, OpHEHTHPOBAaHHBIX Ha ofyyaiolmxc,
PCKOMEHLYCTCA B T€YEHHM y4eOHOrO Tojla pEerylispHo mNyGIHKOBaTh HHQOpPMaLHOHHbIE
MATEPHANLI, MOCBALICHHbIC OTAENBHBIM aCNEKTaM HHPOPMALHOHHOM Ge3onmacHOCTH, a Takie
PasittuHbIe naMATKH ofwmero xapakTepa. "

B cpenctBax maccosoii MHQOPMALMH, OPHEHTHPOBAHHBIX Ha nenaroruyeckyio
OBLUCCTBEHHOCTH, PEKOMEHAYETCS B TeUeHHH KANICHNAPHOr0 rofa PEerynsApHO NyGIHKOBaThL
WHQOPMALMOHHBIE MATEPHANDL, IOCBSLIEHHLIE OTAC/IbHBLIM ~ acnexkTaM HH(pOPMALIHOHHON
besonacrocty Kak HecoBeplIEHHOIETHUX, Tak U obueobpa3oBaTeNbHbIX OPraHU3aLKH, a TakKe
PA3MHYHBIC NAMATKH, O030Pbl HOPMATHBHO-NIPABOBOrO PETyNHpOBAHMA NaHHOK cdeprl u
HH(OPMAUHIO O AKTYaNbHBIX MEPOTIPHATHAX ¥ COOBITHSX B JaHHOH chepe.

B xome nposenenns Eaunoro Ypoka 1o Oe3omacHocTH B ceTw «UHTepHeT»
PEKOMEHYeTCA 0BeCNeUYHTh BLIIYCK TeMATHYECKOrO BHINYCKa CpeacTsa MaccoBoH HHGOpMalHy
nubo cepum nybamkauum, cpeau KOTOpLIX pacCMOTPETh OpraHU3OBAHHBIC MEPONMpPHATHS s

O0yJaloIHXCsA, WX  pomuTeneit (3aKOHHBIX  mpencTaBHTENEH) W MENATOrHYECKOH
001ECTBEHHOCTH.

Oduyuanvivie Humepuem-pecypcu
O6meobpaszosarenbiibim OpTaHH3alusiM DEKOMEHAYETCH Ha CBOMX OGMHIHANLHBIX
Mutepuer-pecypcax obecneuuts ¢yHkuHoHHpOBaHKe CaMOCTOATENBHOrO H
cnenuainu3uposannoro pasgen «Wudopmaunonnas GesonacHOCTE», B pamkax KOToporo
NPENYCMOTPCTH pasMCILUCHHE CllenyIoweH HHOPMALHH:

Ne Pasnen/noppasnen ®opmar Conep:xaHue maTepuason
NPEACTABJICHHS
MATEPHAJIOB
1. | Jloxanbubie HopMaTHBIIbIE Konun pokymenrtos B | Pasmewarores xonun
axThl B chepe obecneuenus dopmare *PDF DOKYMEHTOB, T.€. CKAHHPOBAHHbIH
HH(bOpMalHOHHOMN BapHaHT NOKYMEHTa,
GesomacHocTH COOTBETCTBYIOLIHN TpeboBaHHsM




ofyyJaruomuxcs K [IapaMeTpaM CKaHUPOBAHHS.

Pasmemarorcs HoKyMeHTEI,
pErnaMeHTHPYIOLINE
OpraHu3auyio u paboty ¢
NEPCOHANBHBIME NaHHBIMH,
IJTaHbl MEPOIPUATHH N0
ofecrneseHnI0 HHPOPMAUHOHHOH
6e30nacHOCTH O6YUAOIUXCSH U

Jpyrye.
2. | HopmaTusHoe Komuu noxymento B | ITyGnukyroTcs akTyanbHble
peryJupoBaHHe popmare *PDF ceelleHHs 06 peaepaibHEIX U

PErHOHaNbHBIX 3aKOHAX, MHCbMAX
OpraHoB BJIACTH H Jpyrue
HOPMAaTHBHO-IIPABOBLIE
HOKYMEHTBI, pETIaMeHTHPYIOIIHE
obecneyenne nHOOPMaLMOHHOK
6ezonacHoCTH
HECOBEPIUEHHONETHHUX.
JomyckaeTcs BMECTO KOMHX
pasMeInaTh THIEePCChUIKH Ha
COOTBETCTBYIOLIHE NOKYMEHTHI Ha
calTax OpraHoB roCyAapCTBEHHON
BIIaCTH.

Pasmematorcs MeTonuueckue
PEKOMEHJAUMH H YKA3EIBAETCS
Konnu joxymenToB B | HHOOpMALHs O MEPOTIPHATHSX,
$bopmare *PDF NpOeKTax U IporpaMmax,
HATPaBJICHHbIX Ha ITOBLINEHHE
HHOOPMaNHOHHOM rPaMOTHOCTH

3. | Nenaroruueckum Texct Ha cTpanuLe
paboTHHKaM calita

neJarorus4eckux paGoTHHKOB.
4. | O6yyaromumcs Texcr Ha cTpaHuue Pasmemaercs uadopMalMonHas
caiiTa namsTKa (npunoxenue Ne2) u

yKasbmBaeTcs HHopMaius o
MEPOTNPUATHSAX, IPOEKTaX K
IporpaMmax, HaripaBIEeHHEIX Ha
NOBBIIEHHE HHOPMAUHOHHON

IrpaMOTHOCTH 06y4alouuxcs.
5. | PomuTtensM (3aKOHHBIM Texcr Ha cTpanuLe Pasmemaercs nHbopMaunonnas
NpENCTaBHTEIISIM) cafiTa namsTka (npunoxenue Ne3).
obyyaromuxcs

6. | Hderckue Gesonacubie calitet | TeKCT Ha CTPAHMILE Pasmewmaercs uudopmanns o

caiita PEKOMEHIYEMBIX K
HCIIONB30BaHAIO B y4eOHOM
nporecce Ge30nacHeIX caliTax,
GanHepsl 6€30MacHBIX AETCKHX
cafToB.

Opranam, OCYyINECTBASIOIUMM YNpaBNeHHe B chepe o6pasoBaHHs, PEKOMEHIYETCA Ha
ceonx oduuuansrbIx MHTepHeT-pecypcax ofecneduTs GYHKUHOHUPOBAHHE CAMOCTOATENLHOrO

W CnenuamsnposaHHoro pasaen «Vnpopmanuonnas GesomacHocTs», B pamkax KOTOPOro
NPEAYCMOTPETh pasMellienye cenyiomei HHdopMalKn:




2. OtxpeiBats BIIOXEHHbIE (atinp SJIEKTPOHHOM NOYTEI, Korga HE 3Haemp OTnpaBuTE IS,

3. TI'py6urs, IPHIMpaTECA, OkassiBaTy AABNICHHE — BecTH cefg HEBENUTHBO W arpeccuamg

4. He pacnopsuxaitcs nenpramy TBOGH cembu 6e3 Paspewienns crapumux - BCerza
Chpamusai poanTeneii;

5. He BCTpeualicy ¢ ]/IH’I‘epHeT-3HaKOMblMH B peambHON xu3gy - nocosetyfics co
B3pocibiM, koTopoMy AOBepsien s,

OCTOPOXHO

. He Bce TMIIYT npaay. Yuraeyy, 0 ceBe Henpasay B Unrephere — €006 06 3ToM
CBOHM poauTensm mny OneKyHam;

2. Tpurnamaror NepenuchIBaThey, HI'paTh, o6MenuBaTpey — TIPOBEP, HET v noagoxa

3. Hesakounoc KONHpoBanue (aiinog g WnTepuere — BOPOBCTBO;

4. Bceraa PacCkasbiBait B3pocipy o npobiemax B8 cety — OHH Bcerga nomMoryt

5. Hcnousayit HAaCTpolikn Gesonachocry M TDHBATHOCTH, wTO6L ge NOTePATE cpoy
8KKayHTBI B conceTsix y APYTHX nopranax.

MOXHO

. YBaxait Apyrux Tonb3osareset;

2. Honssyembca I/IH*repueT-HC'rquuKOM — Aenaii CCblIKY Ha Hero;

3. Otxpbipaii TOJLKO Te cebliiky, B KOTOpBIX yBepen:

4. Obwarbcs 34 IOMOLUBIO B3pOCIIbIN — PoLuTENH, onekyHsl y aIMHHHCTPAUHUS cadTop
Bceraa nomoryr;

5.




Mpunoxenne Ne2. Hudopmaunonnas naMsTica aas o6yyaromuxes AAas pasMewmenns ug
OPHUHANBHBIX I/InTepHeT-pecypcax

!(owwromepnbze BUpYCH

Komnriorepuuis BHDYC - 310 pasHOBuaHOCTE KOMIIBIOTEpHEIX nporpamm,
OTNHYHTENLHOM 0cobeHHOCTEIo KOTOpo#f  aBnsercy cnocobHocTy, K PasMHOXe€HHI0, B

Merons! samure; or BPCAOHOCHBIX Iporpamm:

1. Hcnonsayi COBPEMEHHBIE OnepauuonHLle CHCTeMBI, AMelomue CEPBE3HEIN ypoenp
SaIUTE! OT BPENOHOCHbIX nporpamu;

2. Tloctosnuo YCTanasnuBait mayry (undpossie SaNATKH, KOTOpkle aBTOMaTHYeCcKy
YCTaHaBIMBAIOTCA ¢ yenpio nopabTku TPOrpamMsel) u npyrue OGHOBNIEHUS CcBoet
ONCPALHOHHOI cHCTeMp!, Ckaunpait ux Tonpko C opHUMANEROrO cafiTa Pa3paboTyuka
OC. Ecnu CYWECTBYET pexcum aBTOMAaTHYECKOro OGHOBNeHHS, BrToyy €ro;

TBOEM HEPCOHANBHOM KOMl'lblOTepe;

4, I/Icnonbsyﬁ QHTHBHPYCHEle IIpOrpaMMHELIe NIPORYKTEI H3BeCTHRIX NpousBonuTeNeH, ¢
aBTOMATHYECKHM OOHOBeHHENM 6as; '

HTCPHET-Z0CTYN B Kage, oremsx % @xporioprax senserca OT/NHYHO
i

BOSMOXHOCTBIO BRIXOZa B HTepHeT. Ho MHorye SKCNIEPTHI CYHTAIOT, 'YTO o0wenocTynHe Wi-
Fi cetn ne ABJIAIOTCS Ge3onacHmmvy,

Cogetrr o Gesonacnocry pabore B obmenocTynHEIX cersx Wi-fi:



l. He nepenapai CBOIO JIHYHYIO HHOpMarmo 9€pe3 obwenocrynure Wi-Fj CeTH.
» HKCJIATEJBHO He BBOAMTE flapomn noctyna, norump Kakue-to

)

3. Ipu HCIIONB30BaHun  Wi-Fj OTKIIIOWM  dyukuuio «QO6mpui; AOCTYn K Qalinam y
IpHHTEpam». Jlapnag bynkuus 38KPEITA 10 yMomyanmio, ONHAKO HEKOTophle
noap3oBaTeny AKTHBHUPYIOT €& 11 yno6crsa HCIONBL30BaHNS B paBoTe wny yuebe;

4. He HCTONB3YH 11yGnuunsi WI-F] U1 nmepenaun nuynp AQHHBIX, Hanpumep ans
BLIXON@ B COLHaNbHEIE ceTh wiy & SNIEKTPOHHYIO NoyTy;

5. Hnoasayis TONbLKO 3alMUIeHHoe COCLMHEHHE yepes HTTPS, a e HTTP, te. IpH
Habope Beb-anpeca Boogy HMEHHO «https://»;

6. B Mo6usiom Tenepone  orkmouy dyukno «Ilomxmouenue Wi-Fi

4BTOMAaTH4eCKuy. He nonyckat 4BTOMaTHYECKOro MOAKIIOYEHHS yeTpolicTsa K CeTaum
Wi-Fi 6e3 TBOEro corjacus,

Coyuansusie cemy

CeabMol Bcex XKHUTenei MJIAHETB]. MHOI‘H& [I0Jib30BaTeny ye IIOH
Pazmemenxag HMH B COLHAaIbHBIX CETAX, MOXeT OnITh HalzeHa u u
TOM YHClIe He 06513&'1‘8.!115[{0 ¢ Gsarumu HaMepeHusmy.

TIPOBECTH KaHHKynbI;

3. 3ammmnait cozo PenyTaumo - gepxu ee p HHCTOTE H 3anapaif ceGe BONIPOC: XoTen 6p;

TEI, YOGkl Apyrue TIOIb30BaTenn BHneMw, uto T8 3arpyxaems? Ionyma npexne
4eM 4To-TO Ony6mixoBars, Hamucary u 3arpy3uTh;

4. Ecnu th TOBOPHINL ¢ monpmy, KOTOpbIX He 3Haews, ne HCNONB3YA CBOE peanphoe
UMA H Ipyryio muunyio undopMaunu: uma, mecro KHTEILCTBA, MECTO yuefy y

K OHOMY MecTy, a we Bo Bce cpasy.

Inekmponnpe Oenvey

ONEKTPOHHEIE AeHbry — STO OYeHb ynobHEI cro

cob mnarexets, OlHaKO cymectpyroT
- MOWEHHHKH, koTopbre XOTAT HONYYHTS 3TH fenpry,

3HCKTPOHHLIC ACHbBrY IOABHIIHCE CoBceMm HEAaBHO u HMEHHO H3

-3a 3TOro Bo MHOTHX
rocyuapcreax 110 cux op He nponucaro [po Hux B 3aKOHax.



BOCCTaHOBHTL jocTyn k cyery. Ipusasannnii TeNehoH noMoxer, ecny 3abyznewn
CBOH IIaTeXxHbI} [1apoJib nnw 3aiinenss ya CaliT ¢ He3HaKoMoro YCTpo¥cTBa;
2. Hcnonsayis OZtHOpa3oBsle naponu. [Tocje [1epexona Ha YCHNCHHYIO aBTOpH3ammo
Tebe yxe He Gyner YTPOXATh ONACHOCTL Kpasky uiy HepexBara nnarexuoro napojs;
3. Bsibepu CIIOXHBIA maponk. [ Ipectynuukan OyzeT He mpocro YTanarte ClRoxHbIj
napons. Hanexipre Napon — 3710 napony, KOTOpEIe comepiar ne menee § 3HAKOB K

O6b1uno JICKTPOHHBI  nMOYTORR ALK BRITIAMT  cnenyromu

“MA_N0Nb30BATENI@uMst_nomena, Taxxe xpome fIpefatH  npoctoro Tekcra, HMeeTcs
BOSMOXHOCTE nepetaBarh i,

3. Wcnonpayit ABYX3TalHYIO aBTOPM3aLmIo. Do koraa nomumo napons HYXHO BBONMTL
KOX, NpHCchaeMbiil ng SMS;

4. BuiGepu CNOXHBIA napons. [ing Kajoro novrosoro supka AOJKEH OBITHL cBOj
HaNeXHbIH, YCTORUUBR K B3JIOMY napons,

5. Ecnu ects BO3MOXHOCTh Hamucary CamMoMy cBOM mHyHpIjt BOMpoc, Henonssyi 3TY
BO3MOXXHOCTB; '
6. Hcnonsayi HECKONIBKO 1MOYTOBEIX smuKop. lepBriit gng HacTHOH mnepemucky ¢

alipecaTamH, KOTOpbIM Th Jlosepsiews.  Dto SNCKTPOHHEIA ampec ye Hajo
HCnoNL30BaTL N PETHCTpanuu Ha Gopymax u calitax;

7. He OTKphIBaK aiinp y APYIMe BNOXKEHHA B nuchbMmax Jaxe




Kubep6ynnunz uny supmyanvroe usdesarmenvcmeo

KubepGynmuur IIpecienosanue coobwenuamy, ConepxamMu ocKkop6nenus,

ar peccuio, BHJIYTPIBaHHC; XYJTHr, aHCTBO; CouHanmpHoe Goﬁxompoaarme C NoMomeo Da3IHYHbIX
HHTepHC'I‘-CCPBHCOB.

OcHoBHEIe corery; 1o Gopebe ¢ kubepGymmuronm:
1. He 6pocaiicg Gokt. Jywim crnoco6: TlocoBeToBaTbes kak ceGy BECTH H, ecnu Her

2. Vmpasnsit caoeis xn6eppeny'raunex“4;
AHOHHMHOCTb B cery MHHMad. Cymecrsyior Cnocobs! BEIICHUTE, KTo CTOHT 3a
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8. Ecnn 1 CBHACTENL  KHGepGynmunra, Tsou neficraus: BBICTYNHTE  nporyp
Npecnenosarens, mokasars My, HTO ero geictBus oneny

no.rmepma'rb KEPTBY, KOTOpOﬁ HYO)XHa ncuxonor HYecCkas noMomip, COO6IIIHTI>
B3pocnem o (baK're arpeccuBHoOro TIOBeNEHHSA B CeTH.

Mobunonois menegon

CoBpemenure MOGHNLHEIE Opaysepr: YK€ NPAKTHYECKH Nornany Hacr
OIIHAKO pa

OJIBHEIE gHaory,
Cllupenne  dynkuuonana BIIeYeT 3a coboi Gonsuryto cnoxuoeTs H MeHbImylo
3AlMINEHHOCTD.

Haneko ne nce pousBoauTe Ny BBINYCKAIOT OGHOBIIEH NS, 3aKpEIBaroIHe KpHTHYeckue
YA3BUMOCTH IS CBomx ycrpoiicTs,
OcHogHEe COBeTR! U Ge3onacuocTy MOBHIBHOrO Tenedona:
1. Huuero ne SBJIACTCS T0-HacToAImeMY GecnaThppy
Tebe npennaraior Gecrimarh i KOHTEHT, B HeM M
ILTaTHEIE yciryry;

2. Iymaii, NpeXne 4eM oTnparury SMS, ¢oro unu BHIeo. Tel Toygo 3Haems, rye
Oynyr B KOHEYHOM uTore?

Heo6xonumo O6HOBMsTE OnepaunoHuyio CHCTEMY TBoero CMapToHa;
4, Henonssyy AHTHBHPYCHbIe IIporpammel qns MOOHTEHEIX TenepoHOB;

w




5. He sarpysai npunioxeHus 01 HEH3BECTHOTO HCTOYHHKE, BEb OHH MOTYT CONEPXKATH
BPEOHOCHOE NporpaMMHoe obecneuenue;

6. Tlocne Toro xax THl BhUiZews ¢ caifTa, rae BBOAHM JHYHYIO MHOOPMALIHIO, 32y B
HacTpo¥ky Opay3epa u yaanu cookies;

7. Tlepuonuyecky nposepsii KaKue IIATHEIE YCIYTH aKTUBUPOBAHK! HA TBOEM HOMepe;

8. [Masa# cBoif HOMep MOGHJIBHOrO TeneoHa TONBKO JIOAAM, KOTOPBIX THI 3HAEWL H
KOMY JOBEpACLUb;

9. Bluetooth momxen GbITh BLIKIIOYEH, KOTA Thl MM HE Noab3yewscs. He 3a6biait
MHOT 1@ TPOBEPSTH 3TO.

Online uzpul

CoBpemeHnble  OHNAKH-UIPBl ~ 3TO KPAaCOYHEIE, 3aXBATHIBAIONIWE pA3BIEYEHHS,
OOBENMHSIOUINE COTHH THICAY YENOBEK M0 BceMy MHPY. FIrDOKH HCCERYIOT HaHHBIA HM MHD,
ObWAIOTCA APYT € APYTOM, BBIMOHAIOT 3aAaHUA, CPAXKAIOTCA ¢ MOHCTPAMH W TONYHAIOT OMBIT.

3a ynoOBONKLCTBME OHHM MNATAT: NOKYNAIOT AMCK, OIUIAYMBAIOT aGOHEMEHT MM nproGpeTalor
KaKHe-TO OMLHH,

Bee stn cpencTsa mmyr Ha noamepkanue M pa3sBHTHE HIPBl, a TaKke Ha camy
0e30macHOCTB: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPH3ALWH, BBITYCKAIOTCA HOBBIE NaTuM
(wapoBbie 3amIaTKK I NPOrpamMMm), 32KPHIBAIOTCS YI3BHMOCTH CEepBEpOB.

B nonobubIx HIrpax CTOHT OIacaTbCs HE CTOJIbKO CBOHX CONICPHHMKOB, CKOJIBKO KpaxH
TBOEro napoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aABTOpH3allHH 6onbIHHCTBA Hrp.

OcHoBHBIE COBETHI 10 630NMaCHOCTH TBOErO HrPOBOTO AKKAYHTA:

1. Ecnu mpyro#t Hrpok BeseT ce6s III0X0 WiK co3aaeT Tebe HENpUATHOCTH, 3a610KupYy#H
€r0 B CIIHCKE HIPOKOB;

2. TNoxanyitics anMuUHMCTPaTOpaM WIpe Ha IUIOXOE€ MOBEHEHHE 3TOrO UIPOKa,
KEJIATENIbHO NPHIOKHTE KAKHE-TO IOKa3aTeNbCTBA B BUAE CKPHHOB;

He yxasbipat iuunyio undopmauuio B npodadine urpsr;

YBaxai Ipyrux y4aCTHHKOB 110 MIpe;

He ycTanasnupalt HeopuuuanbHble naTuu 1 MoapL,

Hcrions3yit coXHbIE K pasHble Mapomy,;

Haxe BO BpeMsS MIDBI HE CTOMT OTK/IOYaTh aHTHBMpYC. Iloka Tbl urpaeus, TBOM
KOMIIBIOTEP MOTYT 3apa3HTh. '

NN AR W

Dutunz unu Kpa’ica AUNHbIX OaHHbIX

OGuruHoit Kpaxell JEHEr M NOKYMEHTOB CEroaus yxe HHUKOTO He YOUBHIOb, HO ¢

Pa3BHTHEM HHTEPHET-TEXHOJOTHH 3NIOYMBILICHHHKH TIEPEMECTHIINCE B HHTEPHET,

H
[IPOJO/DKAIOT 3aHHUMATBCH (UTFOOMMBIM Y OCITIOM.

Tak nossunacs HOBas yrposa: WHTEpHET-MOMICHHHYECTBA HJIN (meHHI', rjlaBHasl Henb
KOTOpOro COCTOMT B NOJIYYCHHH KOH(l)HJIeHHHaJlebIX AaHHBIX MONB30BaTENEe# — JIOrHHOB H

naponef. Ha anrmuiickoM s3nixe phishing unTaercs xakx guumur (ot fishing — pri6uas nosns,
password — napons).

OcHosHble coBeTsl 10 GopbGe ¢ dumKHrOM:

. Cnenn 3a cBomm akxayntom. Ecmu Thi NoNO03peBaeiib, YTO TBOS aHKeTa ObUia

BajIoMaHa, TO HEOOXOAMMO 3a6NOKMpOBaTh €€ ¥ COOGIIMTE AIMHHHCTPATOpaM
pecypca o6 3TOM kak MOXHO CKOpee;



2. Hcnons3yii 6ezonacksle BeO-caiitel, B TOM HHCIE, HHTEPHET-MAara3HHOB K
TNIOHCKOBEIX CHCTEM;

3. Hcnonssyi cnoxubie u pastibie naponu. Takum 06pasoM, ecnu Te6s B3JIOMaloT, TO
3NIOYMBILIIEHHUKH 1I0]1yyaT AOCTYI TOJIBKO K OLUHOMY TBOEMy NPOQHUIIO B ceTH, a He
KO BCeM;

4. Ecmu Tebg B3NIOMalIH, TO Heobxommmo IPCIYNIPENHTE BCEX CBOMX 3HAKOMBIX
KOTOpEIe no6aBsienpt Y 15 B 1py3max, o TOM, 4TO Te6s B3nmoManyu H, BO3MOXXHO, OT
TBOEro umenu Byner pacceiarthes cnam u CCBUIKH Ha QHLIHHIOBBIE CANTEL;

5. VYcraHosu HanexuuiH napons (PIN) va MoGubHEI Tenedon;
6. OTximoun COXpanenye mapons B Gpaysepe;
7. He otkpbisait $ainel 0 mpyrue BIOXKEHUS B NHCBMax AaXKe eCH OHH NPHINAH OT
TBOHX npy3e#. Jlyuwe yTouny Y HHX, OTHPaBNIANH JIH OHH Tebe 3TH daiinp
Hupposas penymayus

Llndposas penyrauns - aro HEraTHBHAA WJIM I103UTHBHAs MHQOPMALIHS B CETH 0 Tebe.
Komnpomernpyiomas HH(OPMAUNS pasMemenHas B HHTCDHETE MOXET Cephe3HbiM 06pazom

OTPa3UTLCH HA TBOEH peasbHOM KHU3HH. «L{ndpopas penytauus» - 3To TBoOL HMHIDK, KOTOpBIi
dbopmupyercs us HH(pOpPManHK o Tebe B HHTEpHeTe.

Tsoe Mecto HHTENbCTBA, yuehnl, TBOE ¢bunancosoe Nlonoxenue, ocobennocTy Xapakrepa
H pacckasml o 61H3KuX — Bee 310 HAaKaIIMBAETCA B CeTH,

Wnteprere, ne nonumas BO3MOXHBIX nmocnenctsuit. Tol naxke ne CMOXEIE JOranaThCs 0 ToM,
uT0 oTorpagus, PasMeeHHas 5 neT Hasaz, crana TIPHIMHOK OTKa3a MPHHSATE Te6x Ha pabory.

KommenTapny, PasMelleHHe TBOHX hboTorpaduit u APYTHE nNeHCTBHA Moryr we
HCHEIHYTL nawe nocme Toro, Kax Te mx yRanume. Tel He 3naemws, xro COXPaHUN 3Ty
uHpOpMaNHIo, monana iy ong B IIOHCKOBLIC CHCTEMBI H COXpaHHMach iy OHa, a rnaBHoe: yTo

NPHMHHUTD Bpen. D10 MOXKeT GhITh KTo YTOIHO.

OcnoBHEIe coBers! 110 3aluTe NHpPoROK penyTanuy:
I. Tlonymait, mpexcae wem uTO-TO nybnukosars y liepenasare y ceba B 610re wy p
COLHATBLHOM ceTn;

2. B nacrpoiikax 1podHNs ycTaHoBY OTPaHHYEHHs HA IPOCMOTP TBOETro npoduns u ero
COREPKHUMOrO, CAENaM ero TONMBKO «ayis Ipy3ei»;

3. He pasmemaii u me yKasemsai uHpopmanuio, KOTOpas MOXeT Koro-nu6o OcKopOaTnL
HIIH 061KaTh.

Asmopckoe npago

CoBpemennpie IIKONBHHKK~  aKTHBHbIE TNONB3OBaTENH undposoro NPOCTpaHCTRa.
Omnako naneko me nee SHAIOT, YTO [10JIb30BAHHE MHOrUMH BO3MOXHOCTAMH L1¢ppoBoro MHpa
TpebyeT cobnionens NIpaB Ha MHTCIIEK Ty aBHYIO COGCTBEHHOCTD.

Tepmun «HHTEJUICKTyanbHas COBCTBEHHOCTBY OTHOCHTCA K pasIHYHpmM TBOPEHHSM
H9€JI0BEYECKOro yMa, Hayunay ¢ ROBEIX H3o0pertenwnii y 3HaKoB, 0603HaYalOLMX cobcTBernOCTD

Ha NpOLYKTHI M yenyru | y 3aKaHuMBas Kuuramm, dboTorpadusmy, KHHOOHIbMaMy y
MY3bIK/ILHBIMH TIPOM3Be e UMY,



ABTOpCKHeE npasa ~ 310 1paBa Ha WHTEIEKTYaIbHYIO COGCTBEHHOCTE Ha NpOU3BeneHus
HaYKH, JIUTEPaTypbl H HeKyccTha, ABTOPCKHE NPABa BLICTYNAIOT B KayecTse FapaHTHH TOro, yro
HHTEIICKTY aNbHBI/ TBOpUECKHii TPYL aBropa He GyneT HanpacHslM, gact €MY cCnpaBeAnuBLie

Hcnonbzosanue ¢ITMPaTCKOro» NpOrpaMMHOro ofecneyenus MOXET NPHBECTH K MHOFUM
PHCKaM: OT IIOTEPH HAHHBIX K TBOUM aKKayHTaM 1o GJOKHpOBKM TBOero YCTpoiicTBa, rue
YCTZHOBNICHHbIH He nerasphag fporpammMa. He ctouT Takke 3abeIBaTh, yTO CYUIECTBYCT
heranbHele ¥ 6ecnaaTHble TTPOrpamMbl, KOTOPBIE MOXHO HafTH B ceT. :

O nopmane

CeteBHuok.pdp — TBOH TNaBHBIA COBETUMK B cetn. 3pecy TBl MOXEWDb Y3HaTh o
Oe3omacHocTH B cern TIOHATHEIM M JOCTYNHBIM s13bIKOM, a TIPH BO3HHKHOBEHHH KPHTHYECKOj
CHTYaltHH 00paTHTbCA 3a coperom. A TaKXe TIPHHATH yuacTue B KOHKYpCaX H CTaTh caMbim
LH(POBEM rpaxkaanuHoM!




Npunokenne Ne3. Mamsatica Aqs ponutened 06 nudopmaunonHoii GesonacuocTu nereli

Onpenenenue TEPMHHA  «HHPOPMaLKHOHHAs 6e30mMacHOCTD OETEH» COHEPXKHUTCA B
euepansuom 3akone Ne 43603 «O 3ammre gereif or uHbOpMaLMK, npuuHHAOmeH Bpen ux
3MOPOBBIO M Pa3BUTHION, PETYJMPYIOIUMM OTHOLIEHMUS, CBS3aHHBIE ¢ 3aIHTON Aereit or
urdopmalHy, UPUYHHSIONIEH BPEN HX 3/I0POBBIO U (1nn) paseutHio. Cornacho ZaHHOMY 38KOHY
«m{cbopmauuonﬁasx GCSOIIaCHOCTb nerein - 3TO COCTOsIHHE 3amm.ueuﬂocm, 11pH KOoTOpOM
OTCYTCTBYET PHCK, CBSRaHHBIA ¢ fpHunHeHneM nHdopMaure#t Bpesa ux 3M0POBBIO H (uITH)
du3nyeckomy, NICHXH4ECKOMY, YXOBHOMY, HpPaBCTBEHHOMY pa3BHTHIO.

B cuny ®enepanbhoro saxona Ne 436-®3 undopmanuet, MPUYHHAIOWER Bpex

31OPOBBIO H (HIJTH) Pa3BUTHIO LeTeH, apasercy:;

1. undopmarms, 3anpelueHHas Ul paclpoCTpaHeH s cpenu meTeii;

2. nndopmanus, pacnpocrpalcHue KOTOpPO# OTPaHUYeHO
OCTCH  onpeueneHHbIxX BO3PAaCTHbIX KATETOPHHA.

3. Kwundopmarmy, 3aMpCIEeHHON WA PacTipOCTpaHeH s Cpelu nerert, oTHOoCHTCH:

4. uadopmanus, nobyxnaowmas nerei. x COBEPLICHUIO REHCTBHIA, TIPEACTABAIONINX
YTPO3Y MX JXU3HH ¥ (MIH) 310POBEIO, B T.4. IIPHYHHEHHIO Bpeza cBOeMy 3I0pPOBbIO,
camoybuiictay;

5. cnocoBHOCTL BBI3BATL Yy Reredt xenauue ynotpeGutn HapKOTHYeCKHe CpencTsa,
TICHXOTPOTIHbIE ¥ (u.1H) ONypMaHHBAIOLIME BELIECTBA, TaGaunpre H3zgenus,
ANKOTOJIBHYIO CIHPTOCOLEPXAILYIO  NPORYKUHMIO, MHBO H  HanuTky,
M3TOTaBIHUBAEMBIE HA €ro OCHOBE; [IPHHATL y4aCTHE B a3apTHBIX MIPax, 3aHUMaThes
[IPOCTUTYLHEH, OPOLKHHYECTBOM MK TONpOIaHHYECTBOM;

6. obocHOBIBAaIOmAs iy ONpaBIBIBAIOINAS  MOIYCTHMOCTL  HACHIUS H (wm)
KeCTokocTH Jmbo nobyxaaoimas OCYWECTBAATL HACHABCTBEHHEIE NEHCTBHS no
OTHOLUCHMIO K :TIOAAM H XHBOTHBIM;

7. oTpHuAOas cemelHEle HeHHOCTH U QopMHpyIOlas HeyBaxeHHe K POLHTENSAM H
(4mm) npyrum unenam CCMBH;

8. onpaBzaeiBaromas TNPOTHBONPABHOE [IOBEACHHE;

9. comepxamas HELEH3YpHYIO OpaHb;

10. coneprxamas uH(popMaLHio noprorpaguyeckoro xapaxrepa.

cpenu

K undopmanun, pacnmpocTpaneHHe KoTopoii orpaHnueno Cpean nereit onpeneneHxoro
BO3pacTa, OTHOCHTCH:

1. nudopmauns, npencrasnsemas B BMAE H300paxceHMs MMM onucanus XECTOKOCTH,
(usnveckoro u (ann)  neuxuueckoro HacWud, TNpEeCTYnNeHHs mWiM wumHoro
aHTHOGLIEeCTBEHHOTO NEeHCTBHS;

2. BeI3BIBalOIAN Y nerelf cTpax, yxac iu MaH¥KY, B T.4. Npencrasisemas b BHIE
H300PAXKEHHS WM ONMMCaHus B YHWXAIOWIEH 4Ye/loBEYECKOe NOCTOMHCTRO dopme
HEHACHLCTBEHHOR CMepTH, 3aboseBanus, camoy6buiicTBa, HecuacTHOro City4as,
4BapuH Ml KaTacTpodbl 1 (min) nx IIOCNENCTBHIA; .

3. npencrasisemas B BHJE H300pakeHUs MM OnHCcaHus TIOJIOBBIX OTHOWIEHHI! Mexuy
MYXYHHOH H XEHIOHHOM} R

Obwyue npasuna ons podumenei;




l. HesaBreumo OT BO3pacta pebenka HCNoJB3yliTe Iporpammuoe obecneyenye,

blogs.mail.ru, vkontakte.ry y T.IL), BHHMaTenbHo H3y4HTe, Kakyio HH}OpMauuo
OMEWAIOT €ro yyactyuky g CBOMX 11popuIX 1 6710rax, Bnoyas bororpadun u BHIEO.

, 4TO

e pcxomennonaﬂume ponHTeIMY.

3TO Xouercy, a noTomy
EMY oMoy,

3. KOMHBIOTep C moaoyeHuenm g Hurepuery AOKEH HaXOmMThCH B obwiel komuare
IO mpucMoTpom ponnTteneii. ’

4. Henomayiire CeUHanbHbIe neTckye NIOHCKOBRLIE MatpE;,

S. Henonwayiire Cpeactra 610kuposanug HexenarensHoro
CTaHIapTHOMY Pouurenbcxomy KOHTpOMIO,

6. Cospgaiite ceMennpri NEKTPOHHBI AHK, YTOOLI K
CoOCTBeHHEIE anpeca.

7. BnoxnpyﬁTe JI0CTYN K caittam ¢ GecnnaThemMy T0YTO

9. Hayupre nered e 3arpyxath  daiispl, nporpam

MBI My MY3blKy 6e3 Bamero
cornacus,.



XOpowe# penyranuei.

12. He 3a6r1BajiTe becenosats ¢ geTEMM 06 UX py3bax B UnTepuere, kak eciy 611 peys
LT3 O 1py3bsx B peansHOM xKu3Hy.

13. He nenaiire «Taby» U3 BOnpocos nososoi ’KH3HH, TaK Kak B MHTepHere ety Moryt
JIETKO HATKHYThHCS Ha TlopHOrpadHIo K calTe! «mis B3POCJIBIXY,

14. TIpuyuute Bamero pebenka coobare sam 0 MOOBIX yrposax uinu TpeBorax

B besonachoctn, ecnn camy pacCkazain Bam o CBOMX Tpemorax. Moxsanure ux yu
llocoBeTyHTe NOMTOMTH ewe Pa3 B 1ox06HeIX cyyasx,

Bospacm demei; om 9 00 12 aem

CoseTni o 6ezonacuoctu s neredt oT 9 g0 12 net

I. Cospnaiire cnucox AOMALUHKX NpaBHN Mocelenus HUurtepuer IIPH YYECTHH pereit u
TpebyiiTe ero BBLIIIOJIHEHHS.

2. Tpebyiite or Barutero pe6enxa cobmonenus HOPM Haxo)KHmeHus 3a KOMITBIOTEpOM.
3. Habmopaiite 33 peberkom npu pabore 3a KOMIIBIOTEPOM, moKaxHTe €My, 4to B

04 npHCMOTPOM ponuTeneii.

5. Hcenomssyitre CpeacTBa GinokupoBanus HEXEJIATe/IBHOTO KOHTCHTA Kak JONOJIHeHUe K
CTaHJapTHOMY Pollm'enbcxomy KOHTpomo.

6. He 3a6kmaiite [IPHHHMMATE HENOCpenCTBeHHOE yHacTue B )KH3HH pebenka Gecenopats
C neTbMu 06 uX #py3bsx B HHTepyere.

7. Hacrausatite, yro6y, ACTH HHKOTIa He cornawanucs ya JTHHHBIE BCTPEWH C Apy3pamu
1o Murepuery,

8. [TosBossiite AETIM 3aXOOHTL TONBKO Ha CalTEl M3 «Benoroy CIIHCKa, KOTOpEIH
cosnaiite BMecTe ¢ Humy,

9. Tpuyunte pereis HHKOrDd He BbInapaths THYHYIO  HHObOpPManuio cpeacrsaMu
SJIEKTPOHHOM!  noyTHY, aTOB, CHCTEM MTHOBEHHOrO obMmeHa coobLieHHsME,
PETHCTPAMOHHEIX dopm, THYHBIX npoduneli u NIpH perucrpaunu na KOHKYpCHI B
HUnrepnere. ,

10. Ipuyunre nereis HE 3arpyxartb nporpamme Ges Bawero Paspeutenns. O6vachute
MM, 4TO oHH MoryT Cly4a’HO 3arpysurs BHPYCHI MM mpyroe HeXenaTesnbHoe
iporpammiuoe obecnieyenye,

11. Co3naiire Bamemy pebenky OrpaHHYEHHYIO YUCTHYIO 3anuce g paboTer Ha
KOMIIbioTepe.

12. NMpuyynre Bawero pe6enka coodwar, Bam

13. PacckaxuTe ACTAM O nIopHoOrpaguy s Unrepuere.
14. Hacraupaiite ua TOM, 4T06bI feTy IPCROCTaBNIH Bam mocT
noyre, 4yTo6e! BL ybenunncs, uto ony ne obmarorcs ¢ He3HakoMuamu,

15. O6bacuure ACTAM, Y10  Hempag HCIONL30BaTE  cets g
PACNPOCTpanenns crnerey HJIY yrpos.




Bospacm demeii om 13 00 17 nem

GHMBEMBL. Manbupkam p 3TOM Bo3pacte Goapule no HpaBy cMeTaTh Bce OTPaHHYeHHs, OHM
KDKIYT rpyboro romopa, A3apTHBIX UID, KAPTHHOK «(yis B3pocabix». Jlesoukn npeanounraror

obwarbes B gartax, IIpPH 3TOM OHH ropasjio 6onee YYBCTBUTENLHEL K CCKCYaJIbHLIM
ZIoMOTraTe)bCTRaM B I/IHTCpHCTC.

Baxwo NO-NpEKNEMy  cTporo  cobmonars fipabuna  Wutepuer-6esonachocty -
COIVIAIICHHE MEXNY DOAHTENAMH w aetbMH. Kpome Toro, HEOOXommMMoO Kak Moxo yanie
IpOCMaTpuBaTh oTyeThI o HOEATENBHOCTH JeTel B HUnrepuere, Crnenyer obparuts BHHMaHHe Ha

HeobxomumMocTy CONCpXaHMA PONUTENLCKUX naposei (maposes 4IMUHHCTPATOPOB) B CTporom
CEKpeTe H OBpaTHTb BHEMaHMe Ha CTPOroCTb 3THX naponei.

CoBeTr! 0 6e30nacrocTy B 3TOM Bo3pacTe oT 13 510 17 et :
I. Cosmatite crmcox AOMALIHKX MNpaBH1 nocewieHus HUnTepnera OpH  y4yacTuu

KOMHare.

3. He 3a6c1aiite Gecenosath ¢ neTbmu 06 HX 1py3bsax B Unrepnere, o TOM, YeM OHHM
38HATEL TakuM  o6pasowm, Oymro peus wupmer o APY3bAX B pEANbHON 3N,
Cnpatmsaiite o TUONAX, € KOTOPLIMH paerw obarorcs nocpencteom  cnyx6
MIHOBEHHOI'O 06MeHa COOOLICHUAMH, YTOBR] ybenurbes, yro i JIIOTH UM 3HAKOMB,

4. Wcnonpsyitte CPeACTBa ONOKUpPOBaHuUs HEXCNATENEHOTO KOHTEHTa Kak AONOJIHEHHE K
CTaHNAPTHOMY Ponmenbcxomy KOHTpOJIIO. ‘

5. Heo6xozumo 3HaTh, KaKkHMH yaramy nonb3yrorcs Bamwu  pern, Hoomwpsiite
HCHIONb30BAHKE MOEPUPYEMBIX YaTop H HacTaupatiTe
NpHBaTHOM pexaMme,

6. Hacramsaiite na TOM, 4TODLI NeTH Hukorga me BCTpeHanuch nuaHo ¢ apyspamy us
cetH Unrepner.

7. Tlpuyunte jereii me BbIZABATL  CBOIO  nMumylo HHOPMALKIO * cpencTRamy
SJICKTPOHHOH  110YTHI, HaToB, CHCTEM MrHOBeHHoro obMena coolwenuamy,

PCIHCTPALMOHHBIX BopM, NHyHp npotunei u IIp¥ perucTpanyu ua KOHKYpCEI B
HWurepnere.

Pacckazany BaM, o cBoux yrposax u

NIOROHTH ewte pas s nonoGueix cnyyasx.
10. Pa




HIEKTPOHHOTO azpeca, He oTBewaTs Ha HEMENIATENBHBIC NHCBMA M HeMONB3oRaTh
CHCUHAILIILIC TOYTORBIE uibTpeL.

11. TTpuyunre ce6y 3HAKOMHTLCS ¢ caiitamu, KoTophie NocewaoT noapocTkHy,

12. Hayunre nerelt YBaXAaTh Ipyrux B HHTEpHETE, Y6eanrecs, uto onu 3uaror o TOM, YTO
TIpaBuIa XOpoIero noeeneus LelCTBYIOT Bee — naxe B BHPTYaJlbHOM Mupe,

13. O6bacuute nersam, uyro ny B KOEM cilyyae Henbas Mcnonmb3osats Cerp it
XYTUTaHCTBA, PAaCNPOCTPAHEH NS CILIETEH My YTPO3 APYTHM OASIM,

14. Obcynure ¢ noppoctkamu 1POGJIeMBI CETEBLIX a3apTHLIX HIP H VX BO3MOXHBI} pHCK.
Hanomunre, yro gery e MOFYT UIrpaTh B 3TH HIPHI COracHo 3aKOHY.

[Tocrosnuo KOHTpOnMpy#iTe HCnonb3oBaHUE Wnreprera Bamum pebenkom! Do He
Hapyluenue ero nmymoro MIPOCTPAHCTBA, a Mepa IIPeAOCTOPOKHOCTH U nposiBieHne Bameii
POIHTENBCKOH OTBETCTBEHHOCTH i 3a60TL,




